
1 
 

"The Young Network Engineer’s Handbook" 

 

A Practical Guide to Building, 

 Understanding, and Securing Computer Networks 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Written By: ChatGPT 

Collected By: Javad Nouri 

2025 

 



2 
 

 

“Every cable you crimp, every IP you assign, brings you one step 
closer to mastering the invisible world that connects us all.” 
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                        Network Fundamentals – 15-Session Curriculum for High 

School Students 

Total Duration: 30 hours 

Session Length: 2 hours each 

Target Audience: High school students (no prior technical background) 

Delivery Mode: In-person, hands-on focused 

📘 Unit 1: Introduction to Networking (Sessions 1–5) 

• 🔹 Session 1 – What Is a Computer Network? 

 

• What is a network and why we use it؟ 

• Real-life examples: home networks, school, internet 

• Basic network components (computers, cables, routers) 

🔹 Session 2 – Types of Networks 

• LAN, WAN, MAN, PAN 

• Wired vs Wireless Networks 

• When to use what and why 

🔹 Session 3 – Network Topologies 

• Star, Ring, Bus, Mesh 

• Visual diagrams and classroom simulation 

• Pros and cons of each topology 

🔹 Session 4 – Introduction to the OSI Model 

• Why models are important 

• Overview of the 7 layers using simple metaphors (e.g., mailing a letter) 

• Focus on Layers 1–3 (Physical, Data Link, Network) 

🔹 Session 5 – TCP/IP Model and Common Protocols 

• Compare OSI vs TCP/IP (simplified) 

• Key protocols: TCP, IP, HTTP, DNS, DHCP 

• What happens when you open a website? 

🔧 Unit 2: Network Components & Addressing (Sessions 6–10) 

🔹 Session 6 – Network Devices 

• Router, Switch, Hub, Modem, Access Point 

• Role of each device with real-world demos or images 

• How they connect in a small office or school 

🔹 Session 7 – Network Cabling 

• Twisted Pair, Coaxial, Fiber Optic 
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• Introduction to RJ-45 and cable crimping 

• Cable standards (Straight-through vs Crossover) 

🔹 Session 8 – IP Addressing Basics 

• What is an IP address? (IPv4 basics) 

• Difference between Public and Private IP 

• IP Classes and address format 

🔹 Session 9 – Subnet Masks and IP Assignment 

• Concept of subnet mask 

• Manual vs automatic IP (DHCP) 

• Practice assigning IPs in small networks 

🔹 Session 10 – MAC Addresses and Address Resolution 

• MAC vs IP Address 

• ARP (Address Resolution Protocol) simplified 

• View MAC/IP using ipconfig or ifconfig 

🔐 Unit 3: Troubleshooting, Security & Practice (Sessions 11–15) 

🔹 Session 11 – Network Troubleshooting Tools 

• Commands: ping, tracert, ipconfig, nslookup 

• Common connectivity issues 

• Practical troubleshooting in lab 

🔹 Session 12 – Wireless Networking Basics 

• Wi-Fi standards (802.11) 

• How Wi-Fi works 

• SSID, password, channel – secure wireless setup 

🔹 Session 13 – Network Security Essentials 

• Threats: viruses, phishing, spoofing 

• Firewalls, Antivirus, Encryption basics 

• Personal safety online (school context) 

🔹 Session 14 – Hands-on Mini Project 

• Students design and set up a basic LAN 

• Assign IPs, connect devices, test using ping 

• Document the design and configuration 

🔹 Session 15 – Review & Assessment 

• Recap key terms and skills 

• Quiz + group discussion 

• Practical test or network simulation activity 
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• Student feedback & certificates (optional) 
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   Expanded Content Topics for Session 1: What Is a Computer Network? 

🎯 Main Goal: 

Give students a clear understanding of what networks are, why they matter, and how they relate to daily life. 

 

🔸 1. Everyday Examples of Networks 

Make the concept relatable: 

• Social networks (e.g., Instagram = users + posts + servers) 

• Home Wi-Fi: connecting phones, smart TVs, laptops 

• School labs or library computers 

• Video gaming networks (e.g., Fortnite, Minecraft LAN) 

   Activity: Ask students how many devices are connected to their home Wi-Fi. 

 

🔸 2. What a Network Does 

Cover basic purposes: 

• Share resources (internet, printers, files) 

• Communicate faster (email, messaging) 

• Centralized control and management 

   Mini-demo: Show a file being shared between 2 computers over a local network. 

 

🔸 3. Key Terminology (at a Glance) 

Introduce just a few key terms (no deep dive yet): 

• Node – any device on the network 

• Host – a device with an IP address 

• Client vs. Server – basic distinction 

• LAN – local network example at school 

   Optional: Draw a simple client-server diagram on the board. 

 

🔸 4. Internet vs. Network 

Clear up a common misconception: 

• The internet is a global network of networks 

• A network can exist without the internet 
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• You can play LAN games or share files even without being online 

   Class discussion: “Can you have a network without the internet?” 

 

🔸 5. Wired vs Wireless Networks 

Explain two ways computers connect: 

• Wired (Ethernet) vs Wireless (Wi-Fi) 

• Visual of a network with and without cables 

   Show: A real RJ45 cable vs a Wi-Fi antenna (if available) 

 

🔸 6. Quick Timeline of Networking History (optional) 

Just a 2-minute storytelling: 

• ARPANET → Internet boom 

• From dial-up to fiber 

• Growth of mobile and IoT devices 

   Use photos or timeline graphics to make it visual. 

 

🧪 Optional Activity / Icebreaker: 

“Network Scavenger Hunt” – Ask students to list: 

• All the devices they’ve used that connect to the internet 

• Guess how many are in their home 

• Share weird devices that use Wi-Fi (fridge? doorbell?) 

 

      Summary for Session 1 

✔️ Learning Objectives: 

• Define what a network is 

• Understand the purpose and uses of networks 

• Identify real-world examples of networks 

• Differentiate between internet and local networks 
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   Expanded Content Topics for Session 2: Types of Networks 

🎯 Main Goal: 

Introduce students to different types of networks (based on size and scope) and help them recognize these in 

real-world contexts. 

 

🔸 1. Network Classification by Size 

Core Types to Cover: 

Type Description Example 

PAN (Personal Area Network) Very small range (1–10 meters) Bluetooth headset, smartphone hotspot 

LAN (Local Area Network) 
Covers a room, building, or 

campus 
School lab, home Wi-Fi 

MAN (Metropolitan Area 

Network) 
Covers a city or district University campuses, city Wi-Fi 

WAN (Wide Area Network) Covers large geographic areas 
The Internet, bank branches across the 

country 

   Activity: Students classify examples given by the teacher (e.g., school lab = LAN, mobile hotspot = 

PAN) 

 

🔸 2. Network Classification by Ownership / Role 

• Private vs Public Networks 

• Client-Server vs Peer-to-Peer 

o Servers = control, clients = request 

o Peer-to-peer = all devices share equally (e.g., Bluetooth file sharing, LAN games) 

   Mini-Demo or Story: “How do 3 students in a classroom share a file using different models?” 

 

🔸 3. Wired vs Wireless Networks 

• Wired networks (e.g., Ethernet): stable, fast, secure 

• Wireless networks (e.g., Wi-Fi, Bluetooth): flexible, mobile 

• Show images of switches, Ethernet cables, and access points 

   Hands-on: Let students inspect a real Ethernet cable or Wi-Fi router (if available) 
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🔸 4. Campus Network Example 

Use a school campus map to: 

• Visualize LANs in each building 

• Connect them to form a MAN 

• Show how they connect to the internet (WAN) 

   Draw on the board: “Design your school’s network” 

 

🔸 5. Hybrid Networks 

Introduce idea that most real-world networks are hybrid: 

• LAN with wireless access 

• Mix of wired and wireless devices 

• Example: Café with public Wi-Fi and a wired POS system 

   Activity: Ask students to diagram a hybrid network at home or a coffee shop. 

 

🔸 6. Virtual Networks (Optional Intro) 

• What is VPN? (basic explanation) 

• Logical networks over physical networks 

• Example: connecting to your school server from home 

   Only introduce briefly if time allows and class is curious. 

 

      Summary for Session 2 

✔️ Learning Objectives: 

• Identify and compare major types of networks: PAN, LAN, MAN, WAN 

• Distinguish between client-server and peer-to-peer networks 

• Understand wired vs wireless advantages 

• Recognize how network types apply to everyday life 

 

      Suggested Activities: 

• Group brainstorm: "What networks have you used today?" 

• Sorting game: Match network types to images or use-cases 

• Quick quiz: “LAN or WAN?” lightning round 

• Design challenge: Sketch your home or school network with labels 
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    Session 3: Network Topologies 

🎯 Main Goal: 

Introduce students to different network topologies, how devices are arranged, and how each affects 

performance, cost, and reliability. 

 

🔹 1. What Is a Network Topology? 

• Definition: The layout or structure of how devices (nodes) are connected in a network 

• Importance: Impacts speed, cost, scalability, and fault tolerance 

   Activity: Show a simple drawing of a network with a few computers and ask students: "How are they 

connected?" 

 

🔹 2. Physical vs Logical Topology 

• Physical Topology: The actual layout of cables and hardware 

• Logical Topology: How data flows within the network 

• Sometimes physical and logical are different (especially in wireless or virtual networks) 

   Use classroom analogy: desks in a circle vs how students actually pass notes (data). 

 

🔹 3. Common Types of Topologies 

✅ Star Topology 

• All nodes connect to a central device (hub/switch) 

• Easy to manage, but central point of failure 

• Most common in home and school networks 

✅ Bus Topology 

• All devices share a single communication line 

• Cheap, but a single failure affects all devices 

• Rare today, but good for historical context 

✅ Ring Topology 

• Each device connects to two neighbors 

• Data moves in a circle (can be unidirectional or bidirectional) 

• Used in older networks like Token Ring 
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✅ Mesh Topology 

• Every device connects to every other device 

• Very fault-tolerant, but expensive and complex 

• Used in high-reliability setups (military, critical infrastructure) 

✅ Hybrid Topology 

• A mix of two or more topologies (e.g., star + bus) 

• Common in real-world enterprise networks 

   Activity: Use printed cards or whiteboard to draw and build each type. 

 

🔹 4. Real-Life Examples of Topologies 

• Star: Home Wi-Fi with all devices connecting to a router 

• Bus: Early coaxial-based LANs 

• Ring: Subway loop or circular token passing system 

• Mesh: Smart cities, some advanced Wi-Fi systems (like mesh routers) 

• Hybrid: A school with a central server + classroom LANs 

   Challenge: "What topology do you think your school network uses?" 

 

🔹 5. Pros and Cons Comparison Chart 

Topology Pros Cons 

Star Easy to add/remove devices Central device failure = full network down 

Bus Simple and cheap Data collisions, hard to troubleshoot 

Ring Predictable performance One break affects all 

Mesh Redundant, reliable Expensive, complex 

Hybrid Flexible and scalable More planning needed 

 

🔹 6. Choosing the Right Topology 

• Based on: 

o Budget 

o Network size 

o Required uptime 

o Ease of maintenance 

• Discuss how large companies vs homes make different choices 

   Mini group task: Students recommend a topology for a small office or game center. 

 

    Session 4: Communication Models & Key Protocols (OSI & 

TCP/IP) 
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🎯 Main Goal: 

Help students understand how data travels through networks using layered models, and introduce essential 

network protocols used in daily internet communication. 

 

  Expanded Topics and Subtopics 

 

🔸 1. Why Use Communication Models? 

• Simplifies complex networking processes 

• Makes troubleshooting easier 

• Helps standardize how different devices talk to each other 

   Analogy: Mailing a letter or ordering pizza (with steps/layers) 

 

🔸 2. Introduction to the OSI Model 

• What OSI stands for (Open Systems Interconnection) 

• The 7 layers, with simple keywords: 

1. Physical – cables, signals 

2. Data Link – MAC address, Ethernet 

3. Network – IP address, routing 

4. Transport – TCP/UDP 

5. Session – starting/stopping connections 

6. Presentation – encryption, file format 

7. Application – software users interact with (browsers, email) 

   Mnemonic: “Please Do Not Throw Sausage Pizza Away” 

   Activity: Matching cards – protocol or device to correct layer 

 

🔸 3. Layer Functions in Real Life 

Explain using analogies: 

• Post office (addressing, packaging, delivery) 

• School project workflow (students → teachers → printers) 

• Highlight how data gets “wrapped” at sender side and “unwrapped” at receiver side 

 

🔸 4. TCP/IP Model Overview 

• 4-layer model used in real networks 

1. Network Interface 
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2. Internet 

3. Transport 

4. Application 

• Simpler but directly related to OSI model 

   Show mapping: OSI ↔ TCP/IP layer mapping 

 

🔸 5. Key Network Protocols (by Layer) 

Protocol Description Layer 

HTTP Web browsing Application (7) 

DNS Converts website names to IP Application (7) 

DHCP Assigns IP addresses automatically Application (7) 

TCP/UDP Controls how data is sent Transport (4) 

IP Routes data to destinations Network (3) 

Ethernet Handles physical delivery on local network Data Link (2) 

   Quickfire exercise: Students identify what happens when they open a website (e.g., DNS lookup, 

HTTP request) 

 

🔸 6. OSI vs TCP/IP – Compare & Contrast 

• OSI: conceptual, theoretical 

• TCP/IP: practical, used in real networks 

• Both help organize communication but with different layers 

   Visual chart: Side-by-side comparison of both models 

 

🔸 7. Real-World Scenario Breakdown 

Scenario: “What happens when you type www.google.com in your browser?” 

• Use this to walk through all the layers: 

o DNS request 

o IP routing 

o HTTP request 

o TCP handshake 

o Data transfer 

   Group activity: Assign each student a “layer” and simulate the data flow as a team 

 

http://www.google.com/
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      Learning Objectives Recap 

By the end of Session 4, students should be able to: 

• Name and describe the 7 OSI layers and 4 TCP/IP layers 

• Match real-world protocols to appropriate layers 

• Explain the purpose of models in network communication 

• Simulate the journey of a message through each layer 

• Distinguish between OSI and TCP/IP in structure and purpose 

 

      Suggested Activities: 

• Layer roleplay: Each student becomes a layer in a communication chain 

• Matching game: Match protocols/devices to the correct OSI layer 

• Mini-quiz: Drag and drop OSI layers into correct order 

• Worksheet: Fill-in-the-blank about key protocols 
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    Session 5: Network Devices and Components 

🎯 Main Goal: 

Introduce students to the most common physical and logical devices used in computer networks and explain 

how they interconnect and function. 

 

  Expanded Topics & Subtopics 

🔸 1. End Devices vs Intermediary Devices 

• End devices: computers, printers, IP phones, smartphones 

• Intermediary devices: routers, switches, access points, firewalls 

   Activity: Classify a list of devices into end vs intermediary 

 

🔸 2. Router 

• Role in connecting different networks (e.g., LAN to internet) 

• Basic routing logic and default gateway 

• Visualizing how home routers work 

   Example: ISP modem/router combo in students' homes 

 

🔸 3. Switch 

• Role in internal LAN communication 

• Difference between switch and hub 

• MAC address learning and forwarding 

   Simulation idea: “If 4 computers are connected, who talks to whom?” 

 

🔸 4. Hub 

• Broadcasts to all ports 

• Why it’s outdated (mention only for contrast) 

   Quick comparison chart: Hub vs Switch vs Router 

 

🔸 5. Modem 

• Converts analog signals to digital (modulation/demodulation) 

• Connects to ISP over DSL, cable, or fiber 

• Difference between modem and router 
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🔸 6. Access Point (AP) 

• Enables wireless communication (Wi-Fi) 

• Acts as a bridge between wireless and wired networks 

• Difference between AP and router with Wi-Fi 

 

🔸 7. Network Interface Card (NIC) 

• Every device has one 

• Wired NIC vs Wireless NIC 

• MAC address embedded here 

   Demo: Show NIC on a laptop or PC 

 

🔸 8. Firewall (Intro Only) 

• What it is and what it blocks 

• Hardware vs software firewalls 

• Importance in home routers and school networks 

 

🔸 9. Ports and Interfaces 

• RJ-45, USB, Fiber ports (basic overview) 

• Labeling of Ethernet ports on devices 

• LEDs on ports and what they mean 

 

🔸 10. Hands-On Activities (if available): 

• Examine real devices (or photos) and identify them 

• Label blank diagrams of a small network 

• Connect a switch, router, and PC in a demo setup 

 

      Learning Objectives Recap 

By the end of Session 5, students should be able to: 

• Identify common network devices and describe their roles 

• Explain the differences between routers, switches, hubs, and access points 

• Understand how a home or school network connects using these devices 

• Label a simple diagram of a local network with correct components 
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    Session 6: Network Cabling and Standards 

🎯 Main Goal: 

Teach students the fundamentals of network cabling, cable types, wiring standards, and connector use. 

Enable them to visually identify and understand how data travels through physical media. 

 

  Expanded Topics & Subtopics 

🔸 1. The Role of Cabling in Networking 

• Cabling as the physical layer of the OSI model 

• How data signals are transmitted: electric, light, or radio waves 

• Why cabling still matters even in a wireless world 

 

🔸 2. Types of Network Cables 

✅ Twisted Pair (UTP/STP) 

• Structure: 4 twisted pairs, shielding purpose 

• UTP (Unshielded Twisted Pair) – most common (Cat5e, Cat6) 

• STP (Shielded Twisted Pair) – for high interference environments 

• Cat5e vs Cat6 vs Cat6a vs Cat7 – speed and distance comparison 

✅ Coaxial Cable 

• Inner conductor, shielding, outer jacket 

• Historical use in early LANs and cable internet 

• Less common in modern LANs but still relevant 

✅ Fiber Optic Cable 

• Light-based transmission 

• Single-mode vs Multi-mode 

• Long distance, very high bandwidth 

• Where fiber is used: ISP backbones, data centers 

 

🔸 3. Connectors and Ports 

• RJ-45 – standard Ethernet connector 

• RJ-11 vs RJ-45 (comparison) 

• LC, SC connectors for fiber 

• Cable testers and crimpers: how connectors are terminated 

   Demo (if possible): Show a real RJ-45 connector and how wires are inserted 
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🔸 4. Straight-Through vs Crossover Cables 

• Straight-through: PC to switch/router 

• Crossover: PC to PC (older use) or switch to switch 

• How auto MDI/MDIX has reduced crossover usage 

• Color code standards: T568A and T568B 

   Activity: Show or create a color-coded wiring chart 

 

🔸 5. Cable Performance and Limitations 

• Distance limitations (100m for UTP) 

• Signal degradation and crosstalk 

• Importance of proper cabling practices: no sharp bends, proper shielding, etc. 

 

🔸 6. Safety and Installation Best Practices 

• Cable labeling 

• Avoiding electrical interference 

• Avoid running parallel to power lines 

• Fire safety: plenum-rated cables for ceilings 

 

🔸 7. Hands-On (if available): 

• Practice terminating a cable with a crimping tool 

• Test cables using a cable tester 

• Match cables and connectors with their function 

 

      Learning Objectives Recap 

By the end of Session 6, students should be able to: 

• Identify and describe common types of networking cables (UTP, STP, coaxial, fiber) 

• Recognize connectors like RJ-45 and their purpose 

• Understand the difference between straight-through and crossover cables 

• Explain color code standards and basic termination 

• Apply best practices for cable installation and safety 
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    Session 7: IP Addressing Fundamentals 

🎯 Main Goal: 

Introduce students to IP addresses, focusing on IPv4 format, purpose, and practical use in small networks. 

Make the concept of addressing clear through analogies, examples, and hands-on activities. 

 

  Expanded Topics & Subtopics 

🔸 1. What is an IP Address? 

• IP as a “home address” for computers 

• Needed for identifying and communicating on a network 

• Assigned to every network device 

   Analogy: IP address is like a phone number or a mailing address for your device 

 

🔸 2. IPv4 Address Structure 

• 32-bit number divided into 4 octets (e.g., 192.168.1.1) 

• Decimal and binary representation 

• Maximum values per octet: 0 to 255 

• Dotted decimal notation vs binary view 

   Activity: Convert 192.168.1.1 to binary with help from students 

 

🔸 3. Classful Addressing Overview (A, B, C) 

• Explain Classes A, B, C in simple terms 

• Show how the first octet determines the class 

• Focus on Class C networks (common for home and school networks) 

   Table comparison: IP ranges for Class A, B, and C 

 

🔸 4. Public vs Private IP Addresses 

• Private IP: for internal use only (can’t be routed on the internet) 

• Public IP: globally unique and routable 

• Show reserved private IP ranges: 

o Class A: 10.0.0.0 – 10.255.255.255 

o Class B: 172.16.0.0 – 172.31.255.255 

o Class C: 192.168.0.0 – 192.168.255.255 
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   Class challenge: Identify whether given IPs are public or private 

 

🔸 5. Static vs Dynamic IP Addressing 

• Static: manually assigned, consistent 

• Dynamic: assigned by DHCP automatically 

• Advantages and disadvantages of each 

   Show: ipconfig output on a real machine and point out dynamic IP address 

 

🔸 6. Loopback Address and Reserved Addresses 

• 127.0.0.1 = "localhost" (testing your own system) 

• 0.0.0.0, 255.255.255.255 (basic mention for awareness) 

• Default gateway as a critical part of routing 

 

🔸 7. How IP Enables Communication 

• Device A wants to talk to Device B → sends data to its IP 

• Routers use IP to decide where data should go 

• Connection fails if IP is incorrect or duplicated 

   Mini-scenario: What happens when two computers have the same IP? 

 

🔸 8. Hands-On Activities 

• Use ipconfig (Windows) or ifconfig (Linux/Mac) to find own IP 

• Fill out worksheets identifying Class A/B/C and private vs public 

• Use a simple LAN simulator or whiteboard to assign IPs to mock devices 

 

      Learning Objectives Recap 

By the end of Session 7, students should be able to: 

• Explain what an IP address is and why it’s needed 

• Recognize and describe IPv4 address format 

• Distinguish between public and private IPs 

• Identify different IP classes (A, B, C) 

• Understand the difference between static and dynamic addressing 

• Use a computer tool to find their own IP address 

 



21 
 

    Session 8: Subnetting Basics 

🎯 Main Goal: 

Help students understand what subnetting is, why it’s used, and how to calculate and assign IPs in small 

subnets. Focus on /24 subnetting (Class C) for clarity. 

 

  Expanded Topics & Subtopics 

🔸 1. What Is Subnetting? 

• Breaking a large network into smaller, manageable pieces 

• Improves performance, reduces congestion, increases security 

   Analogy: Dividing a school into classrooms so everyone has their own space 

 

🔸 2. What Is a Subnet Mask? 

• Defines which part of the IP is the network portion vs host portion 

• Example: 255.255.255.0 → 24 bits for network, 8 for hosts 

• Subnet mask in decimal vs binary format (basic intro) 

   Visual tool: Show IP + subnet mask alignment 

 

🔸 3. CIDR Notation (Classless Inter-Domain Routing) 

• Introduce /24, /25, /26, etc. 

• Explain that / notation is a shortcut for subnet mask 

• Emphasize /24 (255.255.255.0) for practice 

   Quick tip: /24 = 256 IPs (254 usable) 

 

🔸 4. Subnetting a Class C Network (e.g., 192.168.1.0/24) 

• Show how many hosts you can have with: 

o /24 → 254 hosts 

o /25 → 126 hosts 

o /26 → 62 hosts 

• Show ranges: network ID, usable hosts, broadcast address 

   Exercise: Given /26, find network range and broadcast address 
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🔸 5. Why Subnet? 

• Limit broadcast domains 

• Separate departments or buildings 

• Reduce IP waste 

   Real-world example: A school wants 3 labs with 50 computers each 

 

🔸 6. Basic Subnet Math (Visually Simplified) 

• Simple chart: bits borrowed → subnets → hosts per subnet 

• Encourage use of powers of 2 (2ⁿ rule) 

• Avoid deep binary unless students are advanced or interested 

 

🔸 7. Hands-On IP Assignment Practice 

• Assign IP ranges to groups of devices 

• Calculate and fill in tables: network ID, first IP, last IP, broadcast 

• Use visual IP blocks to help understand how ranges divide 

   Use worksheets or online subnet calculators for support 

 

🔸 8. Common Mistakes to Avoid 

• Using network ID or broadcast as host IP 

• Overlapping ranges 

• Not leaving room for growth 

 

🔸 9. Tools and Resources 

• Online subnet calculator (for checking answers) 

• Binary cheat sheet (optional) 

• Packet Tracer or simulation tools (visual subnetting) 

 

      Learning Objectives Recap 

By the end of Session 8, students should be able to: 

• Explain what subnetting is and why it’s important 

• Understand subnet masks and CIDR notation (e.g., /24) 

• Calculate the number of usable hosts per subnet 

• Assign correct IP ranges in a given network scenario 

• Avoid basic IP addressing errors during subnetting 
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    Session 9: MAC Addresses and Data Flow in a LAN 

🎯 Main Goal: 

Teach students how data is sent and received inside a local network using MAC addresses, and how these 

differ from IP addresses. Help them visualize the full journey of a packet from one device to another. 

 

  Expanded Topics & Subtopics 

🔸 1. What Is a MAC Address? 

• MAC = Media Access Control 

• Burned into every network interface card (NIC) 

• Format: 6 hexadecimal pairs (e.g., 00:1A:2B:3C:4D:5E) 

• Uniqueness: No two NICs have the same MAC address 

   Activity: Use ipconfig /all or ifconfig to view MAC address of student devices 

 

🔸 2. MAC vs IP Address 

Feature MAC IP 

Fixed or Dynamic? Fixed (burned-in) Dynamic (can change via DHCP) 

Layer? Data Link Layer (OSI Layer 2) Network Layer (OSI Layer 3) 

Format Hexadecimal Decimal (IPv4) 

Purpose Identifies device on local network Identifies device across networks 

   Class discussion: "Why do we need both MAC and IP?" 

 

🔸 3. The Role of ARP (Address Resolution Protocol) 

• Translates IP addresses to MAC addresses on local network 

• Devices use ARP to build an ARP Table 

• Only works within the same subnet 

   Simple scenario: PC1 sends data to PC2 → uses ARP to find MAC of PC2 

 

🔸 4. How Data Flows on a LAN (Frame-Level View) 

• Sender uses destination’s MAC address to create an Ethernet frame 

• Switch learns MAC addresses and forwards frames based on them 
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• If MAC unknown, switch floods the frame to all ports 

   Hands-on simulation or visual chart showing: 

• Ethernet frame: source MAC → destination MAC 

• How a switch updates its MAC address table 

 

🔸 5. Broadcast and Unicast in LAN 

• Unicast: one device to one device 

• Broadcast: one device to all (e.g., ARP request) 

• Mention multicast (briefly, optional) 

   Group quiz: Is this message unicast, broadcast, or multicast? 

 

🔸 6. Switch MAC Address Table (CAM Table) 

• Switch stores learned MAC addresses in a table 

• Table maps MACs to physical ports 

• Helps optimize forwarding of Ethernet frames 

   Lab or drawing task: Simulate switch behavior with 3–4 PCs 

 

🔸 7. Packet vs Frame (Intro Level) 

• Packet = data at Layer 3 (IP) 

• Frame = data at Layer 2 (MAC + packet) 

• Data is encapsulated in each layer 

   Visual demo: The "envelope" analogy — each layer adds its own wrapper 

 

🔸 8. Hands-On Practice Ideas 

• Observe MAC address on devices 

• Use Wireshark or Packet Tracer to see MAC traffic 

• Practice ARP table viewing (arp -a) on Windows 

 

      Learning Objectives Recap 

By the end of Session 9, students should be able to: 

• Define and identify a MAC address 
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• Differentiate between MAC and IP addressing 

• Understand how devices locate each other using ARP 

• Describe how a switch uses MAC addresses to forward frames 

• Trace the path of a frame in a local area network (LAN) 
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    Session 10: IP Assignment and Practice in Real Networks 

🎯 Main Goal: 

Help students assign IP addresses correctly in realistic scenarios, understand the use of default gateways, 

and identify/address common addressing errors in small networks. 

 

  Expanded Topics & Subtopics 

🔸 1. Static vs Dynamic IP Assignment (Review + Practice) 

• Static IP: Manually set by the user 

• Dynamic IP (DHCP): Automatically assigned by router or server 

• Scenarios where each is preferred 

   Activity: Assign a static IP on a PC in system settings (or simulation) 

 

🔸 2. Structure of a Proper IP Assignment 

• Every device in a network should have: 

o Unique IP address 

o Correct subnet mask 

o Correct default gateway 

o (Optional) DNS server IP 

• Example configuration: 

o IP: 192.168.1.10 

o Subnet mask: 255.255.255.0 

o Default gateway: 192.168.1.1 

   Worksheet: Fill out configuration tables for 5 devices 

 

🔸 3. Default Gateway Explained 

• Used when device wants to talk to another network/subnet 

• Acts as a door to the outside 

• Usually the IP address of the router on the local network 

   Diagram: Show data moving from PC → switch → router → internet 

 

🔸 4. Common IP Assignment Mistakes 

• Two devices with same IP = IP conflict 

• Using network or broadcast address for a host 

• Assigning IP from wrong subnet 
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• Missing gateway = can't reach outside world 

   Scenario Game: Spot and correct mistakes in given IP tables 

 

🔸 5. Hands-On Scenario-Based Practice 

• Give students different network maps (3 PCs, 1 printer, 1 router) 

• Ask them to assign IP addresses, subnet masks, and default gateways 

• Introduce small networks with: 

o Multiple classrooms 

o Lab + office subnet 

o Router connecting two subnets 

   Group Activity: Teamwork to build and label a network diagram 

 

🔸 6. Using ipconfig/ifconfig for Validation 

• Show how to check assigned IP on Windows/Linux 

• Validate if device got IP from DHCP or is misconfigured 

• Identify default gateway, subnet mask, DNS 

   Command practice: Students run ipconfig on local machines 

 

🔸 7. Host Address Calculations 

• Practice identifying: 

o Network ID 

o First and last usable IP 

o Broadcast address 

• Especially for /24, /25, and /26 

   Practice Sheet: Fill-in-the-blank tables with partial IP data 

 

🔸 8. Mini Lab: Build a Working Subnet 

• Assign IPs to 4–6 virtual devices 

• Use Packet Tracer or paper-based simulation 

• Test connectivity between devices with assigned IPs 

• Use ping or worksheet simulation 

 

      Learning Objectives Recap 
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By the end of Session 10, students should be able to: 

• Assign static IPs correctly including subnet mask and gateway 

• Identify and resolve common IP addressing issues 

• Use system tools to validate assigned IPs 

• Design and implement a small subnet IP plan 

• Demonstrate understanding of subnet, gateway, and usable host addresses 

•  
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    Session 11: Common Network Protocols and Their Roles 

🎯 Main Goal: 

Help students understand the purpose and function of essential networking protocols (such as TCP, UDP, 

HTTP, DNS, DHCP, etc.) and how they fit into daily internet use. 

 

  Expanded Topics & Subtopics 

🔸 1. What is a Network Protocol? 

• A protocol is like a “rulebook” or language for communication 

• Ensures all devices understand how to send, receive, and interpret data 

   Analogy: Like agreed rules in a phone conversation or traffic signs 

 

🔸 2. TCP vs UDP – Reliable vs Fast 

Feature TCP (Transmission Control Protocol) UDP (User Datagram Protocol) 

Connection? Connection-based Connectionless 

Reliable? Yes (acknowledges packets) No (no delivery check) 

Speed Slower Faster 

Use Cases Web browsing, file transfer Streaming, online gaming 

   Scenario quiz: "Would you use TCP or UDP for Netflix?" 

 

🔸 3. IP Protocol (Internet Protocol) 

• Delivers packets between networks 

• Works with routers to get data to the destination 

• IP + TCP/UDP = complete data delivery system 

   Visual: Show a diagram with data traveling across routers 

 

🔸 4. DHCP – Automatic IP Assignment 

• Dynamically gives IP addresses to devices 

• Simplifies configuration 

• Common in home routers and schools 

   Show DHCP lease info in ipconfig /all 
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🔸 5. DNS – Domain Name System 

• Converts domain names (e.g., google.com) to IP addresses 

• Every website uses DNS behind the scenes 

   Try it live: Use nslookup or an online DNS lookup tool 

 

🔸 6. HTTP / HTTPS – Web Communication 

• HTTP = HyperText Transfer Protocol (used to load websites) 

• HTTPS = secure version with encryption (SSL/TLS) 

• Port 80 (HTTP) vs Port 443 (HTTPS) 

   Discussion: Why is HTTPS important on banking websites? 

 

🔸 7. FTP – File Transfer Protocol 

• Used to send and receive files between computers and servers 

• Was common before cloud storage; still used in IT environments 

• Port 21 (FTP) 

   Show interface of a simple FTP client (e.g., FileZilla) 

 

🔸 8. ICMP – For Testing Connections 

• Used by the ping command 

• Tests if a host is reachable 

• Not for data transfer, just diagnostics 

   Demo: Use ping 8.8.8.8 or ping google.com in class 

 

🔸 9. Port Numbers and Their Use 

• Port = door or endpoint in a device for specific services 

• Common ports to remember: 

o 80 (HTTP), 443 (HTTPS) 

o 53 (DNS), 21 (FTP), 25 (SMTP), 110 (POP3) 

o 23 (Telnet), 22 (SSH) 

   Matching Game: Match protocol to its default port 
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🔸 10. Where Do These Protocols Live? 

• Relate back to OSI or TCP/IP models: 

o Application Layer: HTTP, FTP, DNS, DHCP 

o Transport Layer: TCP, UDP 

o Network Layer: IP, ICMP 

   Layer chart: Visualize where each protocol fits in the communication stack 

 

      Learning Objectives Recap 

By the end of Session 11, students should be able to: 

• Explain what a network protocol is and why it matters 

• Differentiate between TCP and UDP and know when each is used 

• Describe the purpose of DHCP, DNS, HTTP, FTP, and ICMP 

• Identify common port numbers and associate them with services 

• Run simple diagnostic commands like ping and nslookup 
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Absolutely! Session 12 is a perfect time to introduce students to Wireless Networking Basics — how Wi-Fi 

works, how it compares to wired connections, and how to configure or secure a basic wireless network. This 

session connects deeply to students’ everyday lives, making it ideal for practical engagement. 

 

    Session 12: Wireless Networking Basics (Wi-Fi) 

🎯 Main Goal: 

Help students understand the structure, operation, and security of wireless networks, especially Wi-Fi, and 

how it differs from wired networking. 

 

  Expanded Topics & Subtopics 

🔸 1. What Is a Wireless Network? 

• No physical cables between devices and the access point 

• Uses radio frequency (RF) signals to transmit data 

• Most common: Wi-Fi (IEEE 802.11) 

   Analogy: Like a walkie-talkie system with rules for turn-taking 

 

🔸 2. How Wi-Fi Works (Basic Overview) 

• Devices send/receive data using radio waves 

• Wireless devices communicate via an Access Point (AP) 

• Access Point is usually built into a home router 

   Visual: Diagram of devices connected to a wireless router 

 

🔸 3. Wireless Standards and Speed Comparison 

Standard Frequency Max Speed Range 

802.11b 2.4 GHz 11 Mbps High range 

802.11g 2.4 GHz 54 Mbps Medium 

802.11n 2.4 / 5GHz 150+ Mbps Good 

802.11ac 5 GHz 500+ Mbps Shorter 

802.11ax (Wi-Fi 6) Both 1 Gbps+ Efficient 

   Optional Activity: Students compare their home Wi-Fi speed (if known) 
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🔸 4. Wi-Fi vs Ethernet (Wired vs Wireless) 

Feature Ethernet (Wired) Wi-Fi (Wireless) 

Speed Usually faster Slower (can vary) 

Stability More stable Can drop signals 

Mobility Limited Very flexible 

Security More secure Needs encryption 

   Class discussion: “Why do we still use cables in big organizations?” 

 

🔸 5. SSID and Wireless Network Identification 

• SSID = network name (visible to nearby devices) 

• Can be open (no password) or secured 

• Devices scan and connect based on SSID 

   Activity: Ask students to list SSIDs visible on their phones (school-safe ones) 

 

🔸 6. Encryption and Security Basics 

• Common security modes: 

o WEP (insecure, outdated) 

o WPA / WPA2 (recommended) 

o WPA3 (newer, more secure) 

• Importance of strong Wi-Fi passwords 

• Use of MAC filtering and hidden SSID (optional advanced) 

   Discussion: "Why should you avoid open/public Wi-Fi for sensitive tasks?" 

 

🔸 7. Wireless Configuration Basics 

• Accessing router settings: usually via 192.168.1.1 or 192.168.0.1 

• Change SSID, password, channel, mode (b/g/n/ac) 

• Set up guest networks 

   Demo (screenshot-based): Sample router settings panel 

 

🔸 8. Common Problems in Wireless Networks 

• Interference from microwaves, Bluetooth, walls 

• Signal drops due to range or congestion 
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• Solution: change channels, use Wi-Fi extenders, or reduce interference 

   Mini-lab or scenario: Diagnose why a classroom device can’t connect to Wi-Fi 

 

🔸 9. Wi-Fi Security Best Practices for Students 

• Always use secured networks (WPA2/WPA3) 

• Don’t share passwords widely 

• Avoid connecting to suspicious open networks 

• Keep router firmware updated at home 

 

      Learning Objectives Recap 

By the end of Session 12, students should be able to: 

• Explain how Wi-Fi works and how it differs from wired networking 

• Identify wireless standards and typical speeds 

• Understand SSID, encryption types, and wireless security basics 

• Log in to a router’s wireless settings interface (conceptually or via demo) 

• Troubleshoot basic Wi-Fi connectivity issues 
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Absolutely! Session 13 is your opportunity to introduce students to the world of network security 

fundamentals — something they're exposed to every day, even if they don’t realize it. The focus should be 

on awareness, basic protection techniques, and understanding threats — not advanced cybersecurity. 

 

    Session 13: Introduction to Network Security 

🎯 Main Goal: 

Help students understand basic network security concepts, common threats, and best practices for 

protecting home and school networks. This session builds awareness and critical thinking about online 

safety. 

 

  Expanded Topics & Subtopics 

🔸 1. Why Is Network Security Important? 

• Protects data from being stolen or altered 

• Prevents unauthorized access to systems 

• Ensures privacy and trust in communication 

   Scenario: "What happens if someone gets into your school network?" 

 

🔸 2. Common Network Threats (Student-Friendly Examples) 

Threat Type Description Example 

Virus Spreads and damages files Infected USB brought to school 

Worm Spreads via network automatically Copies itself over all shared drives 

Trojan Horse Disguised as a normal file/app Fake game installer that steals data 

Phishing Fake emails/websites to steal info "You won a gift card!" scam 

Ransomware Locks data and demands payment Encrypts school files until paid 

DDoS Attack Floods a server with traffic Taking down a website or game server 

   Activity: Show students a fake phishing email and ask what’s wrong with it 

 

🔸 3. Types of Hackers 

• White hat: ethical hacker (helps find security holes) 

• Black hat: malicious hacker 
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• Gray hat: in between (sometimes legal, sometimes not) 

   Discussion: "Can hacking ever be a good thing?" 

 

🔸 4. Basic Security Tools and Techniques 

• Antivirus software – detects and removes malware 

• Firewall – controls traffic in/out of a network 

• Encryption – scrambles data to prevent spying 

• User accounts & permissions – not everyone should be an admin 

 

🔸 5. Wi-Fi Security Basics (Review from Session 12) 

• Use WPA2/WPA3 encryption 

• Avoid public/open networks 

• Change default router password 

• Hide SSID (optional) 

 

🔸 6. Password Security 

• Use strong passwords (8+ characters, symbols, numbers) 

• Don’t reuse passwords across sites 

• Use two-factor authentication (2FA) when possible 

   Activity: Create or evaluate strong passwords 

 

🔸 7. Safe Internet Use for Students 

• Don’t click unknown links or pop-ups 

• Don’t download software from shady websites 

• Don’t share login credentials with friends 

• Be careful with USB drives 

   Class pledge: "Cyber Safety Rules I Will Follow" 

 

🔸 8. Physical Security Measures 

• Lock server rooms 

• Disable unused ports 

• Be aware of “shoulder surfing” (people watching you type a password) 
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🔸 9. Signs of a Compromised System 

• Sluggish performance 

• Unknown programs running 

• Pop-up ads 

• Files missing or renamed 

   Mini role-play: You’re the network admin — what do you do when you detect suspicious activity? 

 

      Learning Objectives Recap 

By the end of Session 13, students should be able to: 

• Understand why network security is important 

• Identify common types of cyber threats 

• List simple ways to protect home and school networks 

• Recognize unsafe behaviors and phishing attempts 

• Apply password and device security best practices 
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Perfect! Session 14 is where theory turns into practice — students apply what they've learned throughout the 

course to build and test a real or simulated network. This is ideally a project-based session focused on 

group collaboration, planning, and implementation. 

 

    Session 14: Practical Lab – Build and Test a Simple Network 

🎯 Main Goal: 

Enable students to design, build, and test a small network (wired or wireless) using proper addressing, 

cabling, device configuration, and connectivity tools. 

 

  Expanded Topics & Activities 

🔸 1. Mini Network Design Planning 

• Review network requirements: 

o Number of devices (PCs, printer, router, etc.) 

o IP range (e.g., 192.168.10.0/24) 

o Subnet division (if needed) 

o Network topology (Star preferred) 

   Activity: Fill in a network design worksheet before starting 

 

🔸 2. Cable and Device Setup 

• Connect physical or simulated devices: 

o Router/modem, switch, PCs, printer 

• Use Ethernet cables (or drag/drop in Packet Tracer) 

• Label cables and ports properly 

   If using real hardware, demo cable crimping and switch setup 

   If using Cisco Packet Tracer, assign students to build in virtual groups 

 

🔸 3. IP Address Assignment 

• Manually assign static IPs to all devices (or configure DHCP) 

• Verify no duplication, broadcast/network IP used 

• Assign default gateways and subnet masks properly 

   Checklist-based task: Each student/team fills IP config sheet for devices 

 



39 
 

🔸 4. Device Configuration 

• Set IP addresses on devices (in settings or CLI) 

• Set SSID and password for wireless AP if applicable 

• Configure DHCP pool on router (optional/advanced) 

   Mini-demo: How to configure a PC IP and default gateway in simulation 

 

🔸 5. Ping and Connectivity Testing 

• Test connection: 

o PC ↔ PC 

o PC ↔ Printer 

o PC ↔ Router 

• Use ping and tracert for verification 

   Record results: Worksheet/table for ping success/failure and reasons 

 

🔸 6. Troubleshooting Practice 

• Simulate a few intentional errors: 

o Wrong IP address 

o Missing default gateway 

o Disconnected cable 

   Student Task: Find and fix 3 problems using provided tools 

 

🔸 7. Documentation and Diagram 

• Draw final network topology diagram 

• Label devices, IPs, roles (e.g., Server, Client) 

• Submit as part of final project report 

 

🔸 8. Team Presentation (Optional) 

• Each group explains their setup: 

o Why they chose certain IPs or topology 

o What problems they faced and fixed 

o What they’d improve next time 

 

      Learning Objectives Recap 

By the end of Session 14, students should be able to: 
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• Design and document a simple network 

• Assign correct IP addresses and subnet masks 

• Set up and test connectivity between devices 

• Troubleshoot basic networking issues 

• Present their work with confidence and technical vocabulary 

 

      Suggested Materials / Tools: 

• Physical lab equipment (switches, routers, PCs, cables), OR 

• Virtual tools (Cisco Packet Tracer, GNS3, or whiteboard for paper labs) 

• IP address plan templates, ping test tables, network diagram worksheets 
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Absolutely! Session 15 is the final session of your course — the perfect time to consolidate learning, assess 

student understanding, encourage reflection, and celebrate progress. This session should be interactive, 

rewarding, and gently evaluative. 

 

    Session 15: Final Review, Assessment & Wrap-Up 

🎯 Main Goal: 

Assess students’ understanding of network fundamentals, allow them to demonstrate what they've learned, 

and close the course with review, feedback, and next steps. 

 

  Expanded Topics & Activities 

 

🔸 1. Comprehensive Review Game or Recap 

• Review major concepts from all sessions: 

o Network types and topologies 

o IP addressing and subnetting 

o MAC vs IP, protocols (TCP, UDP, HTTP, etc.) 

o Devices, tools, wireless, security 

   Ideas: 

• Kahoot / Quizizz game 

• Jeopardy-style team quiz 

• Flashcard “hot seat” challenge (one student answers rapidly) 

 

🔸 2. Mini Written Quiz (Optional Assessment) 

• Multiple choice + short answers 

• Label diagrams, assign IPs, pick protocols 

   Example questions: 

• What is the purpose of a subnet mask? 

• What’s the difference between TCP and UDP? 

• Assign IPs to 3 devices in 192.168.1.0/24 

 

🔸 3. Final Hands-On Task or Practical Test 

• Build a mini network (real or simulated) 

• Assign IP addresses 

• Test with ping or tracert 

• Draw and label topology 

   Scenarios: 
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• A small lab with 3 PCs and 1 printer 

• Wi-Fi and LAN network for a classroom 

 

🔸 4. Self and Peer Reflection 

• What was your favorite topic and why? 

• What was most challenging? 

• What did your teammate do well in the project? 

   Use printed reflection forms or pair discussions 

 

🔸 5. Showcase Student Projects 

• Each team presents their final lab or simulation 

• Highlight design choices and challenges 

• Option to vote for “Most Creative Network” or “Best Troubleshooter” 

   Great opportunity for photos (if allowed) or certificates 

 

🔸 6. Course Feedback from Students 

• Anonymous form or open discussion 

• What worked? What didn’t? 

• Ideas for improving the course next time 

 

🔸 7. Award Participation Certificates (Optional) 

• Fun and motivational 

• Include name, course title, date 

• Add a note of achievement (e.g., “Basic Network Builder”) 

 

🔸 8. Introduce Next Steps or Learning Pathways 

• Introduce more advanced networking topics: 

o VLANs, Routing, Switching 

o Introduction to CCNA or CompTIA Network+ 

• Suggest free online tools: 

o Cisco Packet Tracer 

o Networking Academy 

o YouTube channels / practice labs 

 

      Learning Objectives Recap 
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By the end of Session 15, students should: 

• Recall and apply key networking concepts 

• Demonstrate networking knowledge in a quiz or lab 

• Reflect on their learning progress 

• Collaborate and celebrate with peers 

• Know where to continue their learning journey 
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Certainly! Here's a 2-session class outline designed to introduce students (e.g. high school or vocational 

learners) to CCTV (Closed-Circuit Television) camera systems. This can be delivered as a standalone 

mini-course or as a module in a broader technology or security systems class. 

 

       Mini-Course Title: Introduction to CCTV Systems 

📅 Duration: 2 Sessions (2 hours each) 

🎓 Target Audience: Beginner students with basic tech interest 

 

     Session 1: Fundamentals of CCTV Camera Systems 

🔹 Objectives: 

• Understand the purpose and basic components of a CCTV system 

• Differentiate between types of CCTV cameras 

• Learn how analog and IP camera systems work 

🔸 Topics Covered: 

1. What is CCTV? 

o History and purpose (security, monitoring, evidence collection) 

o Differences from broadcast television 

2. Types of CCTV Cameras 

o Dome, Bullet, PTZ (Pan-Tilt-Zoom), IP, Analog 

o Indoor vs Outdoor use 

o Day/Night and Infrared (IR) features 

3. Basic Components of a CCTV System 

o Cameras 

o DVR (Digital Video Recorder) / NVR (Network Video Recorder) 

o Power supply units 

o Cables (coaxial, Ethernet, power) 

o Monitor or display device 

4. Analog vs IP Camera Systems 

o Resolution comparison 

o Cabling differences 

o Advantages and disadvantages 

5. Understanding Field of View, Resolution, and Storage 

o What is 720p, 1080p, 4MP, 4K? 

o How much storage is needed for video footage? 

o Compression standards: H.264, H.265 

🧪 Practical (if possible): 

• Show real CCTV components (or images/videos) 

• Live camera demo or video sample playback 
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     Session 2: Installation, Configuration, and Security of CCTV 

Systems 

🔹 Objectives: 

• Understand how to set up and position CCTV cameras 

• Learn about IP configuration, mobile access, and security best practices 

🔸 Topics Covered: 

1. Camera Installation Basics 

o Choosing camera locations (entrances, corners, ceilings) 

o Avoiding blind spots and backlighting 

o Mounting brackets and tools 

2. Wiring and Connectivity 

o Powering cameras: separate power vs PoE (Power over Ethernet) 

o Basic cable types and connectors 

o Using splitters, BNC connectors, and crimping tools 

3. DVR/NVR Configuration 

o Setting up date/time, storage, motion detection 

o Connecting cameras to the system 

o Playback and backup of recordings 

4. Network Configuration for IP Cameras 

o Assigning static IPs 

o Access via local network (web browser) 

o Remote/mobile access using apps (e.g., Hik-Connect, XMEye) 

5. Security Best Practices 

o Changing default passwords 

o Disabling unused ports 

o Avoiding unsecured public network access 

o Importance of firmware updates 

🧪 Practical (if possible): 

• Simulated or real-time walkthrough of camera setup 

• Demo of DVR menu interface 

• Connect a camera feed to a monitor or mobile app 

 

 


